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What is a TLD Zone File

ÁZone file containsall data provisioned to the DNS 
servers of a Top Level Domain:
ςList of all delegated domains in a TLD

ςAuthoritative name servers for each domain

ςGlue records (nameserver IP addresses)

ςPossibly: other resource records (e. g. DNSSEC)

ÁZone file does not contain domain registration 
ƛƴŦƻǊƳŀǘƛƻƴ ƻǊ ǊŜƎƛǎǘǊŀƴǘǎΩ ŎƻƴǘŀŎǘ ƛƴŦƻǊƳŀǘƛƻƴ 
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Origins and history of gTLD Zone File Access

ÁPre-ICANN: DNS as a public directory of all hosts on 
the internet
ςZone file for .com/.net/.org availablefrom Network 

Solutions

ÁICANN, single gTLD operator (.com/.net/.org)
ςZFA system inherited from the NSI Cooperative Agreement

ÁICANN, introduction of 13 new gTLDs 2001-2009
ςZFA agreement and procedures copied for new gTLDs

ςWorked in an environment with few gTLD operators

ςScalability issues already noticeable, but still tolerable



Bulk Zone Access Background

ÁgTLD registries are required by ICANN contracts to 
provide access to a copy of their TLD zone files
ÁAccess is provided to anyone who agrees to registry ToS

ÁAccess is provided at no charge

ÁZFA agreements quite similar across all gTLD registries

ÁUpdated file is provided on a daily basis
ÁAccess usually provided via FTP server
ÁUser/Password Access ςno encryption

ÁSome providers use access control lists

Ábƻ ǎŜǘ ǎǘŀƴŘŀǊŘǎ ƻǊ {[!Ωǎ
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Consumers of Zone File Data
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gTLD ZFA Accounts
Recent Monthly

Change

.com/.net 828 + 33

.biz 703 + 3

.org 691 + 6

.info 426 + 5

.name 203 + 8

.mobi 185 + 1

.asia 73 + 1

.aero 42 Unchanged

.pro 53 + 1

.coop 33 Unchanged

.tel 32 + 3

.travel 26 Unchanged

.cat 11 Unknown

.museum Unknown Unknown

.jobs Unknown Unknown



ccTLDs and Zone File Access

ÁMost ccTLDs do not provide similar access

ÁccTLDs could elect to participate in any enhanced 
system that might be developed for gTLD registries
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ZFA Uses : IP & Trademark Protection

ÁExamination of domains for protected terms
ςNew registrations ςviolations

ςResearch for new marks to register (avoid infringement)

ςCompetitive analysis

ÁInvestigation of systemic behavior
ςBroad numbers of domains registered

ςEvidence to support infringement claims across brands
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ZFA Uses : E-crime Prevention/Investigation

ÁExamination of domains for sensitive terms
ςBank, ecommerce, ISP names

ς/ƻƳƳƻƴ ǎŜŎǳǊƛǘȅ ǘŜǊƳǎ όŜΦƎΦ άƭƻƎƛƴέΣ άŀŎŎƻǳƴǘέύ

ςNew registrations ςfind criminal sites prior to spamming

ÁResearch into networks of criminal activities
ςCriminals utilize common infrastructures

ςNameserver monitoring

ςCross-registry patterns of abuse

Áά²ƘƛǘŜ ƭƛǎǘƛƴƎέ ƻŦ ƭŜƎƛǘƛƳŀǘŜ ŘƻƳŀƛƴǎ
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ZFA Uses : Business and other Applications
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ÁConsolidated information on domain use/distribution
ςHosting statistics

ςCompetitive analysis

ÁDomain name investments
ςExpiration of domains

ςDomain history

ςCross-registry applications of labels

ςRegistration term trends

ÁMarketing
ςKeywords and navigation

ςGeographic/demographic trends and ad targeting

ÁBasic research on Internet trends and behavior

Áaŀƴȅ ƳƻǊŜΧ



Expansion of gTLD space 

ÁExisting system drawbacks:
ςSecurity issues (protocols, password management)

ςNo SLAs

ςSub-optimal costs for providers and consumers

ÁNew challenge: system scalability
ςEach registry has different:
ωProcess for entering into ZFA agreements

ωProtocol and technology for accessing data

ωCustomer support and problem resolution procedures

ςCosts to consumers could increase by orders of magnitude

ςIncrease in Zone File sizes due to DNSSEC
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Current System ςRegistry Point of View

11

RegistryFBI

LE
1

La
w 
Fir
m

Governm
ent

Se
cu
rit
y 

Ve
nd
or

T
M 
Att
or
ne
y

Br
an
dh
old
er

Re
gis
tra
r

X

x

x

x

x

ISP
x

x

x

x

x

x

X
X

Security 
Vendor

X
X

X
X

X X X X X X X X X X X
X

X
X

X
X

X
X

X

X

X

X

X

X

X

X

X

X

X

1

2

3

4

5

6

7

8

Etc
Χ

All consumers

Every arrow represents: 
ÅData connections
ÅLegal agreements
ÅSecurity management
ÅPolicies



Current System ςConsumer Point of View
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