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=8 \What is a TLD Zone File

ICANN

AZone filecontainsall data provisioned to the DNS
servers of a Top Level Domain:
C List of all delegated domainsina TLD
¢ Authoritative name servers for each domain
¢ Glue records (nameserver IP addresses)
¢ Possibly: other resource records (e. g. DNSSEC)

AZone filedoes not containdomain registration
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"% Origins and history of gTLD Zone File Access

ICANN

APrelCANN: DNS as a public directory of all hosts ©
the internet

¢ Zone file for.com/.net/.orgavailablefrom Network
Solutions

AICANN, single gTLD operator (.com/.net/.org)
¢ ZFA system inherited from the NSI Cooperative Agreeme

AICANN, introduction of 13 new gTLDs 2Q009
¢ ZFA agreement and procedures copied for new gTLDs
¢ Worked in an environment with few gTLD operators
¢ Scalability issues already noticeable, but still tolerable




"“F Bulk Zone Access Background

ICANN

AgTLD registries are required by ICANN contracts tc
provide access to a copy of their TLD zone files
AAccess is provided to anyone who agrees to registry ToS
AAccess is provided at no charge
AZFA agreements quite similar across all gTLD registries

AUpdated file is provided on a daily basis

AAccess usually provided via FTP server
AUser/Password Accegso encryption
ASome providers use access control lists
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"} Consumers of Zone File Data

ICANN

Recent Monthly

ZFA Accounts Change
.com/.net 828 + 33
.biz 703 +3
.org 691 + 6
.info 426 +5
.name 203 +8
.mobi 185 +1
.asia 73 +1
.aero 42 Unchanged
.pro 53 +1
.coop 33 Unchanged
tel 32 i &
travel 26 Unchanged
.cat 11 Unknown
.museum Unknown Unknown
.jobs Unknown Unknown




ccTLDs and Zone File Access

AMost ccTLDs do not provide similar access

AccTLDs could elect to participate in any enhanced
system that might be developed for gTLD registries




ZFA Uses : IP & Trademark Protection

AExamination of domains for protected terms
¢ New registrationg violations
¢ Research for new marks to register (avoid infringement)
¢ Competitive analysis

Alnvestigation of systemic behavior
¢ Broad numbers of domains registered
¢ Evidence to support infringement claims across brands
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ZFA Uses -&'ime Prevention/Investigation

AExamination of domains for sensitive terms

¢ Bank, ecommerce, ISP names

¢/ 2YY2Y &aSOdzZNAGé UGSN¥Ya 6So:

¢ New registrationg find criminal sites prior to spamming
AResearch into networks of criminal activities

¢ Criminals utilize common infrastructures

¢ Nameserver monitoring

¢ Crossregistry patterns of abuse
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"8 7FA Uses : Business and other Applications
AConsolidated information on domain use/distributio
¢ Hosting statistics
¢ Competitive analysis
ADomain name investments
¢ Expiration of domains
¢ Domain history
¢ Crossregistry applications of labels
¢ Registration term trends
AMarketing
¢ Keywords and navigation
¢ Geographic/demographic trends and ad targeting

ABasic research on Internet trends and behawor ,
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Expansion of gTLD space

AEXxisting system drawbacks:
C Security issues (protocols, password management)
¢ No SLAs
¢ Suboptimal costs for providers and consumers

ANew challenge: system scalability

¢ Each registry has different:
wProcess for entering into ZFA agreements
wProtocol and technology for accessing data
wCustomer support and problem resolution procedures

¢ Costs to consumers could increase by orders of magnitut
C Increase in Zone File sizes due to DNSSEC




Current Systent, Registry Point of View

All consumers
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Current Systent Consumer Point of View
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